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Introduction 

Are Stormshield Network Security products compatible with PCI DSS?  

 

We have often been asked this question. Unfortunately, even the best firewalls are only part of the PCI DSS 

certification process. 

This document lists some of the PCI DSS 3.1 requirements (April 2015) and indicates how Stormshield responds to 

them in order to help companies that seek to comply with this standard. While this document is probably not 

exhaustive, it highlights the important role that Stormshield Network Security products may play in a corporation 

that wishes to obtain PCI DSS certification. 

 IMPORTANT NOTE 

The contents, taken from https://www.pcisecuritystandards.org/ remain the property of their owner.  

 

PCI DSS - Condition 1 

 

1.1 A firewall is mandatory  

 

Section 1 specifies that the configuration and network architecture have to be documented.  

 

 

 

 

1.1.4 Network segmentation (DMZ) 

 

https://www.pcisecuritystandards.org/
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Stormshield makes the creation of a DMZ easier and more legible, thanks to the high number of network ports 

available on its range of firewalls. 

The transparent network bridge feature also allows isolating each of the servers without changing the address range.  

The “Internet” network object, only available on Stormshield Network Security appliances, prevents the creation of 

rules that are too permissive (e.g. destination “all”), which creates unwanted access to the DMZ.   

 

 

1.1.5 Role-based management 

 

The Stormshield Network firewall allows the creation of administration profiles, as well as the authentication of users 

found on the network. It is also possible to create groups, to link the firewall to an external user database, such as an 

Active Directory and to create a security policy using these users and groups. 

 
Defining a Stormshield Network  firewall’s administration role  

 

1.1.6 Insecure services  

 

Stormshield Network’s filter policy relies on the use of network objects. Services are therefore defined by using 

named objects. Insecure services are as such easily identifiable. 
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1.2 Restriction on connections between zones 

 

Stormshield firewalls use a one-click checkbox to determine if an interface is connected to a protected network or a 

public network. The security policy is automatically fine-tuned based on this setting.  

Stormshield Network Security’s real-time filter policy diagnosis tool allows identifying errors in the policy, in 

particular rules that will never be applied. In this case as well, the Internet object allows defining this zone 

accurately. 

 
Simple example of a real-time diagnosis on a Stormshield Network firewall   
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1.2.2 Securing the router  

 

Stormshield firewalls include static and dynamic routing functions. The routing feature is more secure, as it benefits 

from SNS products’ protection methods, unlike an independent router that would be placed in front of the firewall.  

 

1.2.3 Segmenting wireless networks  

 

Stormshield simplifies the creation of a wireless network, making it more legible thanks to the high number of 

network ports available on its firewall range.  

Likewise, the transparent network port (bridge) feature allows isolating each server without modifying the address 

range.  

The “Internet” network object, available only on Stormshield Network Security appliances, prevents the creation of 

rules that are too permissive (destination “any”) and which enable unwanted access to or from the wireless 

network. 

   

1.3 – 1.3.5 Securing cardholder data  

 

 

 

 



 

 

TECHNICAL NOTE  

STORMSHIELD NETWORK FIREWALL & PCI DSS 

Page 6 /21 sns-en-stormshield_network_firewall_and_pci_dss_white_paper – v3.0 -  Copyright Netasq 2015 

 

 

 

 

 

 

 

This section sets out the expectations in terms of data security in the DMZ. The SNS firewall can help in several ways:  

 Network segmentation: the server that holds the data can be on an independent port  

 Filter policy: access to the data server is restricted  

 Traffic inspection: Stormshield Network Security’s various application traffic inspection technologies guarantee 

the airtightness of the DMZ. One notable example is protection from IP address spoofing, which is enabled on 

Stormshield firewalls by default. 

 Intuitive configuration: Stormshield embeds an Internet object, which conveniently replace the inappropriate 

use of “any” as a source or a destination for the traffic.  

 

1.3.6 Stateful inspection 

 

The stateful inspection of TCP/IP connections is a basic function on Stormshield firewalls. Indeed, it is an integral 

part of the application inspection, up to layer 7 of the OSI model. 
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Examples of alarms in the TCP/IP connection tracking module  

 

1.3.8 Confidentiality of private IP addresses  

 

Stormshield firewalls embed a full IP address translation engine. The translation engine (NAT) is embedded in the 

traffic inspection engine, which guarantees that traffic is scanned, regardless of the translation operation performed.  
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PCI DSS – Condition 2 

2.1 Default passwords 

 

 

 

 

 

 

 

 

 

 

 

 

Stormshield firewalls embed several authentication methods, including the certificate method, in order to offer 

alternatives to the default password.  

The wizard in the initial installation of a Stormshield Network Security firewall contains a step in which the default 

password is changed. This step is mandatory.  

 

 
Stormshield Network Security installation wizard: mandatory modification of the password  
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2.2.1 DMZ and virtual servers  

 

The Stormshield firewall range exists in virtual image format. Even though it cannot replace the step above, it can 

complement it. A virtual Stormshield firewall allows going one step further by segmenting virtual servers within the 

same physical server.   

 

2.2.2 Services open on servers  

 

Stormshield firewalls allow identifying insecure services used by sensitive servers. The product Stormshield 

Network Vulnerability Manager helps the security manager to keep track of unwanted services.  

  

2.2.4 Enable security parameters  
  

 

All Stormshield Network Security products include a system that protects against malicious acts. These components 

are enabled by default to guarantee an optimum level of security. 
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2.3 Encryption of administrative access  

 

The Stormshield Network Security application protection engine allows guaranteeing a minimum encryption level for 

an SSL connection. It also allows preventing any interactive connections on unencrypted protocols.  

 

 

 

 

 

 

 

 

 

SSL protocol: allowing only strong encryption   
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PCI DSS – Condition 4 

4.1 Encrypt the transmission of sensitive data  

 

 

In addition to the restrictive function of strong encryption in SSL (cf. 4.1.d), Stormshield firewalls have an SSL traffic 

inspection feature in order to guarantee security. For example, it is possible to set up an alarm that would be 

triggered in case of clear text SSL traffic (sort of debug mode for SSL traffic). The Stormshield firewall can also play 

the role of an IPSec VPN tunnel endpoint, and of a PKI for certificates. 

As for the vulnerability management feature, it indicates possible flaws in public servers, especially in the case of a 

flaw during the implementation of the encrypted protocol.  
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PCI DSS – Condition 5 

 

5.1.1 Guarantee the detection of malicious software  

 

 

This condition targets the antivirus module on client workstations. However, in the way the condition has been 

phrased, the network antivirus found on Stormshield firewalls may apply. It complements a desktop antivirus and 

increases the probability of detection of malicious software.  

The product Stormshield Network Vulnerability Manager detects attempts to update certain antivirus brands in order 

to target obsolete installations.  
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PCI DSS – Condition 6 

6.1 Identification of vulnerabilities  

 

 

The product Stormshield Network Vulnerability Manager helps to automatically and more quickly detect the 

appearance of new vulnerabilities.  

 
Example of detected vulnerabilities, sorted by host  
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6.5.1 – 6.5.9 Prevent vulnerabilities in applications 

This section sets out known vulnerabilities and indicates that the applications developed within the company have 

to follow development practices in order to prevent the presence of these flaws.   

The Stormshield firewall contributes to Condition 6 of “maintaining a secure environment”. For points 6.5.1 to 6.5.9, 

the firewall can prevent the application attacks mentioned from the network. Here are some of them: 
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6.5.2: Example of protection from buffer overflow 

 

 
6.5.1: Example of protection from SQL injections 

 

 
6.5.7: Example of protection from XSS attacks 
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6.6 Protection of public websites  

 

 

The Stormshield firewall has many web traffic scans, in particular a unique web application inspection engine. It can 

therefore act as a web firewall to protect public websites. 

As a complement, vulnerabilities on these web servers are detected by the vulnerability management module.  
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PCI DSS – Condition 7 

7.2 Control user access  

The Stormshield firewall allows creating access rules according to users and user groups.  

 

 

7.2.3 Block by default  

 

Without an explicit “pass” rule, the Stormshield firewall operates in “block” mode. Furthermore, unlike many other 

solutions, the traffic inspection engine (IPS) is enabled by default on Stormshield Network firewalls.  
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PCI DSS – Condition 8 

8.1.1 Authenticate users  

 

The Stormshield firewall allows creating access rules according to users and user groups. 

 

8.2.4 User passwords  

 

Stormshield firewalls allow imposing the change of passwords for network users.  

 

 

Imposing a change of passwords every 90 days  
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PCI DSS – Condition 10 

10.4 Synchronize clocks  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Stormshield firewalls embed an NTP client that allows synchronizing the firewall’s clock in order to guarantee the 

validity of dates, especially those in log files.  
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PCI DSS – Condition 11 

11.4 Use an intrusion prevention system (IPS) 

 

 

The intrusion prevention engine is at the core of the system on Stormshield Network Security products. It is 

embedded in the operating system and combines several cutting-edge technologies. The intrusion prevention 

engine is enabled in factory settings, unlike on many other solutions. This automatic configuration, adapted to the 

nature of the traffic (outgoing and incoming profiles), significantly increases the chances of the IPS’ operation.  

The IPS engine is automatically updated from dynamic Stormshield update servers.  
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Conclusion 

 

All throughout this document, we covered features on Stormshield firewalls that make it easier to obtain PCI DSS 

certification. This list is not exhaustive, but is a good indicator of the immediate benefits of using a Stormshield 

Network Security firewall for companies that wish to commence steps to obtaining PCI DSS certification. 

 


